SERVER GENERAL ik

A DATA ENCRYPTION SERVICE

ELIMINATE YOUR DATA-AT-REST ENCRYPTION HEADACHES WITH

OUR SERVICE. ACHIEVE REGULATORY COMPLIANCE QUICKLY. [ L

DATA ENCRYPTION
BACKED BY PEOPLE
WHO YOU TRUST

PRESERVE YOUR
BRAND EQUITY

ENCRYPT SERVER
DATA QUICKLY

AVOID VENDOR
LOCK-IN

Server General is an independent third

Q
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party data encryption and key
management service. As such, our
customers are able to switch their
cloud platform at any time without
having to decrypt their data first. This
is simply not possible when the cloud
vendor is also the provider of the data
encryption service.

HOW IT WORKS

First and foremost Server General is a security
service. It’s designed to help you to secure
your data and achieve regulatory compliance.
We can encrypt your sensitive information
stored in a MySQL, PostgreSQL, MongoDB or
CouchDB or a file server. The entire process
usually takes less than 30 minutes.
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Organizations architect their networks to make critical information available to
theiremployees when it’'s needed, where it’s needed. Unfortunately, many times
information falls into the wrong hands and is abused for financial gains.
Lawmakers are busy enacting laws like the HIPAA/HITECH Act to safeguard public
interest and to hold organizations responsible for their security lapses. Server
General data encryption service is the right solution for businesses who want
encryption done right by experts who helped bring the data encryption
functionality to the Linux operating system.

The HIPAA Act requires covered entities to provide public notification upon
discovery of a breach of ePHI (unsecured Electronic Patient Health Information)
involving more than 500 records. However, ePHI that is secured via encryption
does not trigger the breach notification requirement. Server General can help
organizations to gain protection under the Safe Harbor provision by helping them
transparently encrypt their ePHI stored in a database or a file server, hosted on
any cloud platform.

It generally takes less than 30 minutes to encrypt data stored in a database or
a file server with help of our encryption service. No programming is required. Our
experts will help you encrypt your data no matter where your server' is hosted.
Moreover, you will control your own encryption keys.

STOP INSIDER
% ATTACKS

Database, server, and cloud
administrators usually have unfettered
access to data stored on systems that
they help manage. A malicious
privileged user can do irreparable harm
to an organization. Server General
prevents the privileged users from

accessing the sensitive information.

LOWER YOUR
AUDIT COST

Server General enables customers to
store their log files outside of their
administrative control
the

contamination by the

thereby

eliminating possibility  of
interested
parties. Auditors are more apt to trust

information stored in such log files.
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LET US HELP YOU WITH YOUR DATA-AT-REST ENCRYPTION NEEDS AND ENABLE
YOU TO ACHIEVE REGULATORY COMPLIANCE WITH THE HIPAA/HITECH ACT.

EMAIL US TODAY: admin@servergeneral.com
Learn more at www.servergeneral.com

"Linux servers hosted on CenturyLink, AWS, GCE, Rackspace cloud

platform or within a data center.
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