BLABLACAR

BlaBlaCar's Security Team Empowers Developers

to Manage Security

Sysdig engaged with BlaBlaCar to help reduce risk by enabling
SaaS-based, unified security and monitoring for containers, Google
Kubernetes Engine (GKE), and their entire cloud-native environment.

The challenge

After deploying with more than 120 nodes with GKE on Google Cloud,
BlaBlaCar's small security team needed a solution to drive greater
operational efficiency and empower its development team of more
than 200 to ensure security throughout the container lifecycle.

The solution

Sysdig and Google Cloud helped BlaBlaCar confidently run
cloud-native applications using Google Compute Engine, GKE, and
the Sysdig Secure DevOps Platform. Key secure DevOps use cases
include image scanning, container runtime security, network security,
Kubernetes, container and cloud monitoring, continuous compliance,
incident response, forensics, and troubleshooting.

The results

BlaBlaCar has increased the efficiency of its security, operations, and
development teams by enabling a secure DevOps model using the
Sysdig Saa$S platform, built on an open-source stack that includes
Falco, sysdig OSS, and Prometheus. Deep visibility helps BlaBlaCar
detect suspicious activity and misconfigurations, and provides the
granular data needed to improve mean time to resolution (MTTR).

1 “Having a technology as complex as Falco packaged
together with professional support and a SaaS
infrastructure allows us to focus on the integration
instead of spending time on setup and maintenance.
We use Sysdig to identify and alert us to suspicious
activity and misconfigurations, and more generally,
workloads that may cause security risk.” )

Jeremy Courtial, Security Engineer at BlaBlaCar
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About BlaBlaCar

BlaBlaCar is the world’s leading long-distance
carpooling platform, with a global community of
90 million drivers and passengers across 22
countries. The platform connects people looking
to travel long distances with drivers heading in
the same direction so they can travel together,
share the cost, and reduce their impact on the
environment.
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Primary project location: France
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About Sysdig

Sysdig is driving the secure DevOps movement,
empowering organizations to confidently secure
containers, Kubernetes, and cloud.
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